Lab E5: Network Sniffing

TTM4175

September 28, 2015

In this lab you will be looking at ways to sniff traffic that goes over a network.
You will be setting up a virtual local network inside VirtualBox and using a packet
capture program called Wireshark from within Kali Linux to analyze the network
traffic. By our set up Kali will be able to see all traffic that passes over the network
— even packets that are not addressed to it — this will simulate the state of affairs on
a wireless network where an attacker can listen in on everything. However, we will
also show how you can obtain network traffic on the Local Area Network (LAN) if
you are not using wireless.

1 Setting up the network

Lab E1 showed you how to set up a virtual local area network (LAN) within VirtualBox.
This lab will build on that and expand the network by one machine, giving a network
as shown in Figure[I] Before you continue, ensure that your Host-only network is set up
as specified in Lab E1, and that both your Kali and Windows machines connect to it.
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Figure 1: Network layout for Lab E5.



Now, create a clone of your Windows 7 machine. It is important that you enable
the option “Reinitialize the MAC address of all network cards” (Figure [2) so that no
computers on the network ends up with the same MAC address. Let the clone be of
type “Linked clone” which is faster to create and also saves a bit of hard disk space on
your host computer.

@ @ clone Virtual Machine

New machine name

Please choose a name for the new virtual machine. The
new machine will be a clone of the machine Windows 7.

windows 7 Clone

& Reinitialize the MAC address of all network cards

Hide Description Next > Cancel

Figure 2: Give a new MAC addresses to the Windows 7 clone.

When the clone is created, ensure that its network mode is set to “Host-only adapter”
and that selected adapter matches that of the other machines.

Note: If you in a previous lab changed the amount of RAM and number of processors
assigned to your Kali Linux it might be a good idea to change this back now. That
is, your Kali Linux machine should have no more than 4GB of RAM assigned, and not
more than 1-2 processors (“Settings — System — Motherboard/Processor”). Similarly,

the Windows machines only needs one 1 CPU and can live with as little as 1024 MB of
RAM.

Start up all three machines, and log in as user ttm4175 on the Windows machines
(if you did not manage to obtain this password in Lab E3, it’s “1234”). Verify that all
the machines are correctly assigned IP addresses in the 10.0.0.101-10.0.0.200 range.
For the rest of this lab description we assume that the machines have been given the IP
addresses as shown in Figure [l that is:

o Kali Linux: 10.0.0.101;

e Windows 7: 10.0.0.102;

e Windows 7 Clone: 10.0.0.103;
e DHCP server: 10.0.0.100;

o Default Gateway: 10.0.0.1.



Note: Your machines might get assigned different IP addresses then those shown
above. Make sure to account for this when reading the instructions below!

2 Sniffing network traffic with Wireshark

Eavesdropping generically refers to intentionally listening in on a private conversation.
In the context of computer networks eavesdropping is often called sniffing, and involves
capturing and decoding network packets on the network which are not addressed to your
machine.

The usefulness of sniffing is immediately obvious when the data is being passed
in plain text, because any “cleartext” data sniffed is data that can be immediately
read. Usernames and passwords are often easy to extract with a little network protocol
knowledge. This exactly what you will be doing now: you will be listing in on a session
using one of the oldest communication protocols on the Internet, namely |Telnet. It was
developed as early as 1968 and is still used on the Internet today! Unfortunately, the 60s
was a happier time and everything was sent in the clear back then. This makes Telnet an
easy target to eavesdrop on. While it is no longer used that often for sensitive Internet
traffic, it is still used in many internal networks (like companies and banks) because of
legacy systems that cannot handle encryption. Also, many wireless home routers allows
you to connect to their

2.1 Simulating a wireless network: promiscuous mode

Before we begin, we need to make sure that the Kali machine can see all traffic that
passes over the network. In cabled networks that use an Fthernet switch to connect the
computers together (which VirtualBox simulates by default), only the correct recipient of
a packet will receive it. This means that the Kali machine will only see packets that are
addressed to itself and not the packets going between the Windows machines. However,
within VirtualBox we can modify this slightly by changing Kali’s network attachment
into so-called promiscuous mode. This will allow Kali too see all packets going over the
LAN, even those not addressed to it.

Go to the network settings of your Kali machine and click “Advanced” in order to
see all the options. Change the value of “Promiscuous Mode” from “Deny” to “Allow
All” (Figure [3).
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Figure 3: Enabling promiscuous network mode on the Kali machine.

Lest you believe that this scenario is too advantageous for the attacker, remember
that it corresponds exactly to the way a wireless network works, where every packet can
be seen by everyone.

2.2 Enabling Telnet on Windows 7

Telnet allows a user to connect remotely to other machines over a network. Telnet comes
pre-installed on Windows 7, but is disabled per default. To enable it, do the following
while being logged into the Windows 7 machines:

On both machines (original and clone). Open up the Start Menu and go to
“Control Panel — Programs — Turn Windows feature on or off” and scroll down to
until you find “Telnet Client” (Figure 4. Enable it and click “OK”.
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Figure 4: Enabling the Telnet Client on Windows 7.

Only on the Windows 7 Clone. In addition to enabling the Telnet Client, which
allows you to connect to other machines, we will also turn on Telnet Server which allows
other machines to connect to us. It is enabled at the same place as the Telnet Client.
Additionally, after having enabled the Telnet Server feature, we also have to turn it on as
a service. A Windows service is program that runs in the background of your computer
and can be scheduled to be run at certain time intervals or at start up. From the Start
Menu type ‘services’ and hit Enter. Scroll down until you find “Telnet”, double-click it
and change “Startup type” to “Automatic” in the scroll-down window; then finish with
“Apply”. Start the Telnet server by clicking “Start” (Figure [5)).
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Figure 5: Starting the Telnet Server service on the Windows 7 Clone.

The Windows 7 Clone now listens for incoming Telnet connections on port 23. How-
ever, in order for a remote connection to have access to log in as a certain user, we need
to add an account to the TelnetClients group. On the Windows 7 Clone, start up the
command line with administrator rights (“Start Menu — type cmd — right-click the icon
and select “Run as administrator””) and execute the following:

C:\Windows\system32> net localgroup TelnetClients /add ttm4175

C:\Windows\system32> tlntadmn config sec -ntlm +passwd % require a password when logging in
C:\Windows\system32> tlntadmn config maxconn=50 % allow up to 50 simultaneous connections

If successful then people can now access the ttm4175 account remotely with Telnet
using its password.

Note: Telnet requires there to be a password when logging in remotely, so if you wiped
the password of the ttm4175 account in Lab E2 or E3, make sure to set a password now.

2.3 Scanning open ports with Nmap

Before starting the sniffing we will verify that the Windows 7 Clone is actually listening
for incoming Telnet connections. While we could of course test this directly with the
Windows machine, we will instead use the opportunity to introduce a port scanner called
Nmap. A port scanner is program that looks for open (listening) ports on a machine that
resides on a network. This is typically among the first steps — often called the reconnais-
sance phase — an attacker will carry out before attempting to attack a target machine.


http://en.wikipedia.org/wiki/Port_(computer_networking)

By enumerating the open ports of a machine the attacker can learn which services are
running on it, and hopefully find someone with a known vulnerability. Conversely, if for
example the attacker finds that no Telnet service is running on a machine, there is no
point in trying a Telnet exploit against it.

Nmap is a very powerful program, but we will only use it to establish that Telnet is
actually running on the Windows 7 Clone. From the terminal in Kali run the following
command (you can use the -v flag if you want even more output):

% Remember that while our Clone is on 10.0.0.103 it could be different for you!
# nmap -sV --top-ports 20 10.0.0.103 --system-dns

Starting Nmap 6.47 ( http://nmap.org ) at 2014-09-04 12:17 CEST
Nmap scan report for 10.0.0.103

Host is up (0.00063s latency).

PORT STATE SERVICE VERSION

21/tcp  filtered ftp

22/tcp filtered ssh

23/tcp  open telnet Microsoft Windows 2000 telnetd
25/tcp  filtered smtp

53/tcp filtered domain

80/tcp filtered http

110/tcp filtered pop3

This command scans a target for the 20 most commonly used ports and checks
whether they are listening or not. As can be seen from the listing above the Windows 7
Clone is indeed listening on port 23, which is the Telnet service. If you want to try out
some other network scans with Nmap type nmap -h | less to get a list of available
options.

2.4 Starting the network sniffing

Now we are ready to start capturing network traffic. We will use a network analyzer
called Wireshark which is available for both Windows, OSX and Linux, and comes pre-
installed with Kali Linux. Wireshark is an extremely powerful program that lets you
observe network traffic in real-time with a graphical user interface. Start up Wireshark in
Kali (either from the terminal: just type ‘wireshark &’; or from the applications menu:
“Applications — Internet — Wireshark”) and dismiss the warnings about running as
roolﬂ After Wireshark has started click on “Capture Options”. From this menu we
can configure several options, like which network interface we want to capture traffic on
(modern computers usually have multiple network cards, including Ethernet and Wi-
Fi) and in what mode. Select the ethO interface, and ensure that promiscuous mode
is enabled. Moreover, disable the “Resolve MAC addresses” option. You should have
settings similar to those in Figure [0]

'Running Wireshark as root is not a best-practice, but is unproblematic in this lab. However, if you
ever run Wireshark on your own computer, it would be wise to heed this warning.
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Figure 6: Configuring the capture options in Wireshark.

Start the capture, and soon you should see packets flowing in like in Figure [} By
selecting a specific packet you can get more protocol information about it.

Capturing from ethO  [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] - | O
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Boot file name not given
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Profile: Default

Figure 7: Wireshark in action.

If you do not receive any packets it might be because you haven’t turned on promis-



cuous mode. Remember to do this both in Wireshark (as described above) and in the
VirtualBox network settings of your Kali Linux machine (as described in Section [2.1)).

Filters. You will soon realize that the amount of packets you receive is larger than
what you can easily work with. Fortunately, in Wireshark you can apply filters that
will remove some of the packets. There are two types of filters in Wireshark: capture
filters and display filters. Capture filters affects the actual packets that Wireshark will
capture and process. If a filter does not apply to a packet it will simply drop it. Display
filters on the other hand does not influence which packets Wireshark captures or not,
only which one it displays. We will only be using display filters.

In the “Filter” menu of Wireshark type in icmp and hit Enter. This will only display
packets of the ICMPE| type. On one of your Windows machines, open the command line
and ping the default gateway on the network:

C:\Users\ttm4175> ping 10.0.0.1

If everything is set up correctly you should be able to see these messages within
Wireshark on your Kali machine (Figure .

*ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] -0
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Filter: | icmp ~  Expression... Clear save

74 Echo (ping)

74 Echo (ping) reply q
74 Echo (ping) request 1d=0x0001, seq=10/2560, ttl=128 (reply in &
74 Echo (ping) reply  i1d=0x0001, seq=10/2560, ttl=64 (request in
74 Echo (ping) request 1d=0x0001, seq=11/2816, ttl=128

74 Echo (ping) reply  id=0x0001, seq=11/2816, ttl=64 (request in
74 Echo (ping) request id=0x0001, seq=12/3072, ttl=128

74 Echo (ping) reply  id=0x0001, seq=12/3072, ttl=64 (request in

4 0.000033000 10.0.0.1
5 ©.993936000 10.0.0.102
6 ©.993950000 10.0.0.1
7 1.996392000 10.0.0.102
8 1.995413000 10.0.0.1
9 2.998117000 10.0.0.102
10 2.998138000 10.0.0.1 10.0.0.102

+ Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (582 bits) on interface 0
+ Ethernet II, Src: 08:00:27:3d:b9:36 (08:00:27:3d:b9:36), Dst: 0a:00:27:00:00:00 (a:00:27:00:00:00)
+ Internet Protocel Version 4, Src: 10.0.0.102 (10.0.0.102), Dst: 10.0.0.1 (10.0.0.1)

+ Internet Control Message Protocel

0000 0a 00 27 00 00 00 08 00 27 3d b9 36 08 00 45 00  ..'..... =6..E.
0010 00 3c 00 80 00 00 80 01 25 db 0a 00 00 66 Oa 00 R TR P
0020 00 01 08 00 4d 52 00 01 00 09 61 62 63 64 65 66  ....MRA.. ..abcdef
0030 67 €8 69 6a €b 6c 6d G2 6f 70 71 72 73 74 75 76 ghijklmn eparstuy
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

O # File: "/tmp/wireshark_pcapng_ethO...: Packets: 12 - Displayed: 8 (66.7%) - Dropped: O (... : Profile: Default

Figure 8: Capturing a ping from the Windows 7 machine (10.0.0.102) to the default
gateway (10.0.0.1) with Wireshark running on your Kali Linux machine.

You are now effectively eavesdropping on the network. Leave Wireshark open for the
rest of this lab, capturing everything on the network.

2Internet Control Message Protocol — one of the oldest network protocols on the Internet. Used to
transfer error messages between network devices. Typically used by the ping utility to check whether a
host is up or not.


https://en.wikipedia.org/wiki/Internet_Control_Message_Protocol

2.5 Capturing a Telnet session

First change the filter from icmp to telnet in Wireshark so that you only display Telnet
packets. Then on your Windows 7 machine (not the Clone!) open up the command line
and type telnet:

C:\Users\ttm4175> telnet
Welcome to Microsoft Telnet Client
Escape Character is 'CTRL+"'
Microsoft Telnet>
Type ‘open 10.0.0.103’ to initiate a connection to the Windows 7 Clone. If prompted
for a confirmation type ‘y’ to allow the connection:
Microsoft Telnet> open 10.0.0.103
Connecting To 10.0.0.103...

You are about to send your password information to a remote computer in Internet
zone. This might not be safe. Do you want to send anyway(y/n): y

When prompted for login credentials, type in ttm4175 and the password you obtained
from Lab E3:

Telnet server could not log you in using NTLM authentication.
Your password may have expired.

Login using username and password

Welcome to Microsoft Telnet Service

login: ttm4175

password:

Microsoft Telnet Server.

C:\Users\ttm4175>

You are now logged in to the Windows 7 Clone via Telnet. Type dir to see the files
on the machine:
C:\Users\ttm4175>dir

Volume in drive C has no label.
Volume Serial Number is 0C19-58D2

Directory of C:\Users\ttm4175
27.08.2014 15:56 <DIR>

27.08.2014 15:56 <DIR> ..
06.08.2014 16:11 <DIR> Contacts

01.09.2014 14:10 <DIR> Desktop
06.08.2014 16:11 <DIR> Documents
06.08.2014 16:11 <DIR> Videos

0 File(s) 0 bytes

13 Dir(s) 1 059 926 880 bytes free

C:\Users\ttm4175>

10



These are the files residing on the Clone —not the original Windows machine. Head
over to your Kali machine and look at what you have captured with Wireshark. Hopefully
you should have captured the entire session (Figure E[) Can you find the username and
password that was used to log in (see the hint below)?

Capturing from ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]
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23 24.53145300( 10.0.0.103 10.0.0.102 TELNET 259 Telnet Data ...

24 24.53169400( 10.0,0,102 10.0.0.103 TELNET 99 Telnet Data ...
26 24.73872700( 10.0.0.102 10.0.0.103 TELNET 530 Telnet Data ...
29 26.49104400( 10.0.0.102 10.0.0.103 TELNET 60 Telnet Data ...
30 26.49144500( 10.0.0.103 10.0.0.102 TELNET 60 Telnet Data ...
31 26.65858100( 10.0.0.102 10.0.0.103 TELNET 60 Telnet Data ...
32 26.65909600( 10.0.0.103 10.0.0.102 TELNET 60 Telnet Data ...
33 26.79480700( 10.0.0.102 10.0.0.103 TELNET 60 Telnet Data ...
34 6.79520700( 10.0.0.103 10.0.0.102 TE NET 60 Telnat Nata

+ Frame 27: 245 bytes on wire (1960 bits), 245 bytes captured (1960 bits) on interface 0
+ Ethernet II, Src: 08:00:27:b7:86:08 (08:00:27:b7:86:08), Dst: 08:00:27:3d:b9:36 (08:00:27:3d:b9:36)
+ Internet Protocol Version 4, Src: 10.0.0.103 (10.0.0.103), Dst: 10.0.0.102 (10.0.0.102)
+ Transmission Control Protocol, Src Port: telnet (23), Dst Port: 49157 (49157), Seq: 270, Ack: 609, Len: 191
- Telnet
% Suboption Authentication Option
% Suboption End
Data: \r\n
Data: Telnet server could not log you in using NTLM authentication.\r\n
Data: Your password may have expired.\r\n
Data: Login using username and password\rin
Data: \r\n
Data: Welcome to Microsoft Telnet Sarvice \rin
Data: \n
Data: \rlogin:

0000 08 00 27 3d bo 36 08 00 27 b7 86 08 08 00 45 00
0010 00 7 00 94 40 00 80 06 e4 b0 Oa 00 00 67 Oa 0O
0020 00 66 00 17 O 05 d7 c& e3 bb 41 43 a5 b5 50 18
0030 00 fe 8d d5 00 oo ff fa 25 02 of 0o 04 ff fo od
0040 0a 54 65 6c 6 65 74 20 73 65 72 76 65 72 20 63 .Teinet server ¢
0050 6f 75 6c 64 20 Be 6f 74 20 6c 6f 67 20 79 6f 75 ould not log you
0060 20 69 Ge 20 75 73 69 6e 67 20 4e 54 4c 4d 20 61 in usin g NILM a
0070 75 74 68 65 60 74 69 63 61 74 69 6f Ge 2e 0d Oa  uthentic ation...
0080 50 6f 75 72 20 70 61 73 73 77 6f 72 64 20 6d 61  Your pas sword ma
0090 79 20 68 61 76 65 20 65 78 70 69 72 65 64 2e 0d y have e xpired..

@ 7 Ready to load or capture Packets: 72 - Displayed; 40 (55.6%) Profile; Default

Figure 9: Capturing a Telnet session between the two Windows machines in Wireshark.

Hint: Telnet is a character oriented protocol, which means that it will send your
characters over the connection as soon as you type them in. This means that the
username and password that you used to log in were probably spread over multiple
Telnet packets. This is a bit different from other remote terminal protocols where the
commands are buffered until you hit the Enter key, in which case it sends everything in
a single packet.

To illustrate that everything goes in the clear over Telnet, not just usernames and
passwords, read a file over Telnet an sniff its contents using Wireshark. On the Clone
machine, first create a simple text document test.txt on the Desktop, and a few lines
of text to it. Now, in the Telnet window of original Windows machine, change to the
Desktop folder and print the contents of the file text.txt using the command type
(type is similar to the cat command in Linux).

C:\Users\ttm4175> cd Desktop
C:\Users\ttm4175> type test.txt

What do you observe in Wireshark? After you are finished leave the remote Telnet
session by typing exit and hitting Enter.
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2.6 Man-in-the-middle on a wired LAN — ARP spoofing

So far we have simulated that you have been running on a wireless LAN, which makes
eavesdropping trivial. Now we will see how we can still sniff network traffic, even if we
are connected to a wired LAN.

Start by turning off promiscuous on your Kali Linux machine: “Settings — Network
— Promiscuous Mode: Deny”. Next stop the running Wireshark capture by clicking on
the red square then save the captured packets to part2_5.pcapng by clicking “File —
Save as... Now start a new live capture by clicking on the green shark fin next to the
stop button labeled “Start a new live capture”.

On your original Windows machine log into the Clone using Telnet again. What do
you see in Wireshark now? Kali Linux no longer receive any packets from the Windows
machines since you have turned off promiscuous mode. Basically the Kali machine has
been isolated on the network. Leave the Telnet session again by typing exit.

If you open up a new command line window on the Windows machine and type in
‘arp -a’ you will see the current ARPE] table that this machine has (remember that the
original Windows machine has IP address 10.0.0.2 in this lab description):

C:\Windows\system32> arp -a

Interface: 10.0.0.102 --- Oxb
Internet Address Physical Address Type
10.0.0.100 08-00-27-35-38-c0 dynamic % IP/MAC address of DHCP server
10.0.0.101 08-00-27-ad-3e-1a dynamic % IP/MAC address of Kali Linux machine
10.0.0.103 08-00-27-52-ae-5c¢ dynamic % IP/MAC address of Windows Clone

This table shows the MAC address of the machine have IP address X. Note that all
the IP addresses are mapped to the correct MAC addresses (verify this by checking the
MAC addresses of your virtual machines! On a Windows machine you can find this
information by typing ‘ipconfig /all’ on the command line, while on a Linux machine
you would type ‘ifconfig’). Now we will launch an ARP-spoofing attack against the
Windows machines which will trick them into sending their traffic to the Kali Linux
machine instead. We will use a potent program called FEttercap that also has an easy-
to-use graphical interface. Start it in Kali Linux by running:

# ettercap -G &

Once started, begin by selecting “Sniff — Unified sniffing” and accept the choice of
ethO as the network interface to sniff on. First we perform a scan of the LAN to find all
the hosts on it. Go to “Hosts” and select “Scan for hosts”. If you now go to “Hosts —
Hosts list”, all the entities on the network should be listed (Figure [10al).

3 Address Resolution Protocol — the protocol used to discover the MAC address of a computer having
a given IP address on a LAN.
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ettercap 0.8.0 o ettercap 0.8.0

Start Targets Hosts View Mitm Filters Logging Plugins ? Start Targets Hosts View Mitm Filters Logging Plugins ?

Host List X Host List & | Targets K

IP Address MAC Address Description Target 1 Target 2
10001 08:00:27:00:40F4 1000102 10.0.0.103
10.0.0.100 08:00:27:35:38:C0

10.0.0.102 08:00:27:61:8C:99
10.0.0.103 08:00:27:52:AE:5C

Add to Target 1 Add to Target 2 Delete Add Delete Add

H Host 10.0.0.103 added to TARGET2 H

(a) Hosts on LAN. (b) Selected targets.

Figure 10: Running Ettercap.

Select 10.0.0.102 and click on “Add to Target 17, similarly add 10.0.0.103 as
Target 2. If you click on “Targets — Current Targets” you will see that they have been
added as targets for our ARP-spoofing attack (Figure [LOD]).

Now it is time to start the ARP-attack in order to become a man-in-the-middle.
Click on “Mitm — Arp poisoningﬂ.. —”, then enable “Sniff remote connections” and
click “OK”. The attack has been launched. If you now run arp -a on one of the Windows
machines, what do you observe? For example, on the original Windows machine:

C:\Windows\system32> arp -a

Interface: 10.0.0.102 --- Oxb
Internet Address Physical Address Type
10.0.0.100 08-00-27-35-38-c0 dynamic % DHCP server
10.0.0.101 08-00-27-ad-3e-1a dynamic % Kali Linux machine
10.0.0.103 08-00-27-ad-3e-1a dynamic % Windows Clone IP,

but Kali Linux MAC address!

Notice that the attack changed the ARP table of the Windows machines. What will
happen now if, e.g., the original Windows machine wanted to send a packet to IP address
10.0.0.1037 (see also Question [2]) It will get sent to the Kali Linux machine instead!

Unfortunately, instead of forwarding the packets it receives, our Kali Linux machine
will simply hold on to the traffic and not send it forward. Thus, the victims would
probably soon notice that something was wrong, since all their packets would be lost
(try it out with Telnet!). To change this behavior we need to enable packet forwarding.
This is controlled by the file /proc/sys/net/ipv4/ip_forward, which contains the
single character ‘0’; meaning that it will not forward packets. If we change it to ‘1’, then
Kali Linux will begin to forward packets, hence:

echo 1 > /proc/sys/net/ipv4/ip_forward % set the ip_forward flag to 1 (1 == TRUE)

Now Kali Linux will function as a proper man-in-the-middle. Once again, log in
using Telnet on your Windows machine. If you now switch to Wireshark you will see
that the Telnet traffic is successfully captured from the wired LAN!

4 ARP-spoofing attacks are often also called ARP-poisoning attacks.
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Note: Before continuing to the next section be sure to stop the man-in-the-middle
attack and reset the ARP-tables of the Windows machines to their original values. First
exit the Telnet session on the Windows machine. Then in Ettercap, click on “Mitm —
Stop mitm attack(s)” and give it time to finish. When its finished, close Ettercap and
verify that the ARP-tables on the Windows machines have been properly reset using
arp -a. Finally, we disable the IP forwarding by running

echo 0 > /proc/sys/net/ipv4/ip_forward

Additionally, turn promiscuous mode back on in the VirtualBox network settings for
your Kali Linux machine. This way you do not have to do the ARP-spoofing technique
above in order to capture the traffic in the rest of the lab.

Note: Make sure that you actually close the Ettercap process/window.

2.7 Modern remote login: SSH

Hopefully, the previous sections have convinced you that if you want to securely log in to
a remote computer you should not use Telnet! Instead, these days most people use the
Secure Shell (SSH) protocol. SSH functions very much like Telnet, however, it employs
cryptography in order to protect your communication.

2.7.1 Starting a SSH server on your Windows 7 Clone

On the Windows machines we have installed an SSH server program called freeSSHd.
On your Windows 7 Clone click on “Start — freeSSHd”. The program starts and adds
a little icon to the bottom right tray bar (Figure .

Windows 7 Clone [Running] - Oracle VM VirtualBox

BOPa @@ G BRrightctrl

Figure 11: Starting freeSSHd.
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We now have to configure the SSH login to be based on the users local computer
password. Click on the freeSSHd icon down on the right to open the administration pane.
Pick the “Users” tab and select the ttm4175 user, then click on “Change” (Figure [12)).

7 freeSSHd settings [= ===
Serverstatus | Teinet | SSH | Adthentication | Encryption | Tumneing | SFTP |
Uses | Hostrestrictions | logging | Onlineusers |  Automatic updates |

I y | (a)]
[ A | cone.. | Remove | Jb
Login Shel SFTP Tunnel
AT a4 -]
B ttma175 properties [ = ][=]
General
(a)
i
Login._timd175
|| euborzaion (T aabanisin =) |
Damain
User canuse: (W] Shell
[FISFTP
[¥] Tunneling

Figure 12: Configuring SSH to use the accounts local N'T password for authentication.

Change the “Authorization” field from “Password stored as SHA1 hash” to “NT
authentication”. This will make SSH use the user’s local NTLMv2 password hash, stored
in the SAM database, to authenticating to the server (c.f. Lab E2).

We can verify that the SSH server has started at the Clone through Kali Linux by
running nmap again:

# nmap -sV --top-ports 20 10.0.0.103 --system-dns
Starting Nmap 6.47 ( http://nmap.org ) at 2014-09-04 12:17 CEST

Nmap scan report for 10.0.0.103
Host is up (0.00063s latency).

PORT STATE SERVICE VERSION

21/tcp  filtered ftp

22/tcp  open ssh WeOnlyDo sshd 2.1.3 (protocol 2.0)
23/tcp  open telnet Microsoft Windows 2000 telnetd

25/tcp  filtered smtp

Notice that the status of port 22 (the default port for SSH) has changed from
filtered to open, meaning that the Windows clone is listening for incoming connections
on this port.
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2.7.2 Logging in with SSH

With the SSH server started on the Clone, we will now use the other Windows machine
to connect remotely to it using SSH. The SSH client program that we will use is called
PuTTY. On your non-clone Windows 7 machine click on “Start” and select “PuTTY”.
In the input field labeled “Host Name” type in the IP address of your Windows 7 Clone
and click on “Open” (figure[13a). The first time you connect you will be shown an alert
message similiar to the one in Figure Just dismiss it by clicking “Yes” and you will
be taken to a login prompt where you can provide the credentials of the ttm4175 user.

ﬁ PuTTY Configuration @
Category:

=J- Session Basic options for your PUTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.0.0.103 22
Connection type:
Raw Telnet Rlogin @ S55H Serial
£21000103 - PuTTY B3
- Appearance .
. Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
PuTTY Security Alert
H Default Settings Load
= Connection
& server's host key is not cached in the registry. You
Th ’s host ks 't cached in the registry. Y
- Data — B\ have no guarantes that the server is the computer you
- Prosey thinkit .
i The server's rsa2 key fingerprint is:
- Telnet Delste ssh-rsa 1024 48:ba:20:d1:52:8ck81:71:00:a9:f4:b7: 34:4 e:f5:37
. Rlogin I you trust this host, hit Yes to add the key to
g PuTTV's cache and carry on connecting.
+- S5H If you want to carry on connecting just once, without
Serial adding the key to the cache, hit No.
e SEnal Close window on ext: TFyou dtu not trust this host, hit Cancel to abandon the
, connection.
Aways Mewer @ Only on clean exit
| [ camcel | [ Heln
About | | Help | [ Open ] | Cancel i
(a) PuTTY settings. (b) SSH connection alert.

Figure 13: Remote SSH connection using PuTTY.

After you have successfully logged in you will be given a command line interface
identical to the one you got with Telnet.

If you now turn to Wireshark on your Kali Linux machine and change the display
filter to ssh you should see something similar to Figure (this requires that you left
Wireshark capture running, if not, restart the capture).
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*ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] - | a

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©@® 4 m SEExXCaerr+FE BB ool dEEH= 8

Filter: 'ssh v | Expression... Clear Save

No. Time Source Destination Protocol | Lengtl | Info
1597 3912.412509( 10.0.0.103 10.0.0.102 SsHvz 78 Server Protocol: SSH-2.0-WeOnlyDo 2.1.3\r
1598 3912.420528( 10.0.0.102 10.0.0.103 SsHv2 82 client Protocol: SSH-2.0-PuTTY_Release_0.63\r
1599 3912.420541( 10.0.0.102 10.0.0.103 SSHv2 726 Client: Key Exchange Init
1601 3912.422448( 10.0.0.103 10.0.0.102 SSHv2 S50 Server: Key Exchange Init
1602 3912.448292( 10.0.0.102 10.0.0.103 SSHvz 326 Client: Diffie-Hellman Key Exchange Init
1603 3912.502960( 10.0.0.103 10.0.0.102 SSHv2 630 Server: Diffie-Hellman Key Exchange Reply
1605 3913.795563( 10.0.0.103 10.0.0.102 SSHv2 70 Server: New Keys
1610 3941.341741( 16.0.0.102 10.0.0.103 SSHv2 76 Client: New Keys
1611 3941.342084( 10.0.0.102 10.0.0.103 SSHv2 142 Encrypted request packet len=88[Malformed Packet]

+ Frame 1601: 550 bytes on wire (4400 bits), 550 bytes captured (4400 bits) on interface 0
i Ethernet II, Src: 08:00:27:ch:bc:90 (0B:00:27:cb:bc:90), Dst: 0B:00:27:61:bc:99 (08:00:27:61:bc:99
+ Internet Protocol Version 4, Src: 10.0.0.10% (10.0.0.103), Dst: 10.0.0.102 (10.0.0.102
+ Transmission Control Protocol, Src Port: ssh (22), Dst Port: 49159 (49159), Seq: 25, Ack: 701, Len: 496
-/ SSH Protocol
= SSH Version 2 (encryption:aes2S6-ctr mac:hmac-sha2-256 compression:none
Packet Length: 492
Padding Length: 10
~ Key Exchange
Message Code: Key Exchange Init (20)
Pavload: abd62dof6756d2f 286df c89b2a5770b80000003664696666. . .
0000 08 0D 27 61 bc 96 08 00 27 ch bc 90 08 00 45 0O
0010 02 18 01 72 40 00 80 06 &2 al Oa 0D 00 67 Oa 0O
0020 ©O0 66 00 16 c0 07 9d 23 ¢5 90 ff 5a 77 od S0 18

0030 00 fd do ce 00 0O 0O 00 Ol ec Qa 14 ab d6 2d of
0040 67 56 d2 12 85 df 8 b 2a 57 70 b8 00 0D 0O 36

Qv...... Hip....6
0050 64 69 66 65 69 65 2d 68 65 6c 6¢c 6d 61 62 2d 67  diffie-h ellman-g
ooso 72 6f 75 70 31 2d 73 88 61 31 2c B4 69 66 66 69  roupl-sh al,diffi
0070 65 2d 68 65 6c 6c 6d 61 6Ge 2d 67 72 6f 75 70 31 e-hellma n-groupl

0080 34 2d 73 68 61 31 00 00 00 of 73 73 68 2d 72 73 4-shal.. ..ssh-rs
oNEn Bl 2+ 73 73 68 24 684 732 72 00 00 nn Q2 &1 65 73 a sch.ds o aas
@ # File: "/tmp/wireshark_pcapng_ethO...  Packets: 9103 - Displayed: 4779 (52.5%) - Dropped: 55 (0.6%) Profile: Default

Figure 14: Capturing SSH traffic in Wireshark.

Are you able to find the user credentials that you used to login somewhere in this
listing? (Hint: No.) What do you see if you repeat the experiment of printing the
contents of the file test.txt as you did in Section [2.5]/

3 Web sniffing and session hijacking

In this section you will see how easy it is to capture user credentials from poorly protected
web sites. You will also be doing session hijacking which means that you will be taking
over another person’s ongoing session on a web page. All by just sniffing their traffic in
Wireshark.

3.1 Switching to Bridged-mode in VirtualBox

Recall that the Host-only networking mode that you have been using so far (Figure |1)
is completely separated from the outside world. In order to be able to access a web site
on the Internet we need to change our network settings from Host-only mode to Bridged
mode. The Bridged mode will allow your virtual machines to connect to the Internet,
while still giving you the option of forwarding the packets to your Kali machine (so that
you can sniff it).

In the VirtualBox settings of your Kali machine, go to “Network” and change the
network mode into “Bridged Adapter” (Figure . For the “Name” option select the
interface on which your host computer is connected to the Internet. The lab comput-
ers have two network interface cards: ethO and ethl. In Figure [I5] the lab computer is
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connected to the Internet through the ethl interface. Additionally, ensure that “Promis-
cuous Mode” is set to “Allow VM” so that Kali will receive a copy of all the traffic that
pass through the adapter from the virtual machines.

(1] Kali Linux - Settings

) General Network
System
Diplay Adapter 1 | Adapter2 | Adapter3 | Adapterd |

Storage || Enable Network Adapter

@ Audio Attached to: | Bridged Adapter v
&P Network Name: | eth1
& serial Ports  Advance

& use Adapter Type: | Intel PRO,/1000 MT Desktop (82540EM)
[ shared Folders

[
| promiscuous Mode: | Allow vis

MAC Address: (0800272DCSE3
| cable Connected

Port Forwarding

Figure 15: Changing your network configuration into “Bridged Adapter” mode.

After you have the network mode on the Kali Linux machine you will have to refresh
your IP address:

# dhclient ethO -r % release your old IP address
# dhclient ethO % get a new IP address

On your (non-clone) Windows machine make the same network changes as for Kali
Linux. That is, change its network mode into “Bridged Adapter”, however, do not enable
“Promiscuous Mode” on it (it should remain at “Deny”). Verify that you have Internet
access on both machines by opening a web browser and visit any web page. If the page
loads successfully you can continue to the next section.

3.2 Sniffing Web traffic in Wireshark

We have prepared a very simple web page at the address hacking.item.ntnu.no. Here
you can register and log in with a username and password (Figure . You will now
use Kali Linux and Wireshark to sniff the user credentials of someone who logs on to
this page.

First change your display filter to ‘http’ in Wireshark. This will filter out every-
thing except HTTPEl traffic by changing the display filter to http traffic. Then visit

5|Hypertext Transfer Protocollf the protocol used to transfer web pages.
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hacking.item.ntnu.no| with your Windows machine and create a user account on the
page. After you have done this log in with your newly created username and password.

Username:

Password:

]
D CED

—
% ) L,:]] W\ @ ‘ e ‘ MO 511;;?)15

Figure 16: A simple web page requiring user log in.

What do you see in the Wireshark capture on your Kali Linux machine? Are you
able to find the user’s password?

3.2.1 Capturing images

There are several tools in Kali Linux that allows you to extract and display various
parts of your capture data stream on-the-fly. For example, it is possible to display all
the images a user visits in real-time using the utility driftnet. Run it as follows:

# driftnet -i ethO

In the browser of your Windows 7 machine try to visit elg.no. What do you observe
on your Kali Linux machine?

Note: driftnet just shows a small subset of the data stream, while Wireshark of
course captures everything. It is also possible to extract all images (in addition to a lot
of other interesting stuff) from a saved capture in Wireshark by going to “File — Export
Objects — HTTP”.

3.3 Session hijacking

3.3.1 Session cookies

The web is inherently stateless which means that every connection that a user makes
to a web page is seen as a completely new (and independent) connection by the web
server. Unfortunately, without state it is not possible to create many of the features
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you would except from a modern web page. Thus, most web sites today employ some
form of state handling. Typically, this is done by a combination of server-side sessions
and client-side cookies. With server-side sessions, all relevant information pertaining to
an ongoing connection is stored on the web server and the server also assigns a session
identifier to it. With client-side cookies the same state is instead stored on the client in
small information capsules called cookies which are transfered along with every HT'TP
request that your browser makes to the web server. Often a combination of the two is
used, where the client-cookie merely contains the session identifier and the rest of the
state is stored on the server. For example if a user is logged in to on a web site, its
browser will send the session-cookie along with every request as he moves around on
the site. On the server-side the server extracts the cookie from the request and checks
whether it has stored any state for this particular session-ID, and if so, presents the page
that a logged in user should be allowed to see.

3.3.2 Capturing and cloning session cookies

The hacking.item.ntnu.no web page uses session cookies to track its logged in users.
Your task is to take over (i.e. hijack) an ongoing session by sniffing the session cookie
with Wireshark. That is, you should bypass the login page without having to use the
username and password of a legitimate user of the web site (pretend that you did not
manage to capture this earlier).

Hint: For this task it may be useful to install a cookie manager in your browser on
Kali Linux. A cookie-manager allows you to read, write, delete and modify the cookies
stored in your browser. Several add-ons exists for this purpose.

In the Iceweasel browser inside Kali, click on “Tools — Add-ons” then type “cookies”
in the search field and install the Add-on called “Cookies Manager” (after it is installed
you will also have to drag its icon the Iceweasel menu (Figure ) Note that any
cookie manager that lets you add/edit cookies will do, it doesn’t have to be this one. If
you now browse to hacking.item.ntnu.no|and click on the Cookies Manager icon and
you will be able to edit your cookies for this site (Figure .
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Super Secure Login™ - Iceweasel - o
4 Super Secure Login™ % | g
€] @ hacking temntnuno ve[@]a s *e & a =
[ Most Visitedv [l Offensive Security “\ Kali Linux "\ Kali Docs “\ Kali Tools KBExploit-DB
Cookies Manager+ v1.5.2.1-signed [showing 22 of 22, se
te + a = File Edit View Tools Help
Search: | A v |Refresh
A (<ol 0 site v Name 3
= T~ googleno CONSENT 5|
Lost Updated | [{ Best mateh] google.no LT
use |~ google.no PREF
O, search ™ gstatic.com NID
06,00 2015 I E
4 Get Add-ons = pas| | offensive-security.com __utma 3
i the e Gats i More | Install E i e
e Eionon | offensi ity.cor —utmt
= Sz | ; ot o
y View Cookies 1.12.1-signed 21, des. 2013 skigtojoS2700vg75kqto0714
Plugins L add 3 ta o the Page Ifo dalog box, which shows the cockies belong.. Mare | Install A D
e . Edit Cookies 0.3.8.1.1-signed 22.fa0. 2010 /
9 Services & N _
eing by Abins More | imstal Any type of connection
. Cookies Export/import 1.0.1-signed 03. nov. 2011 ]
BB reecports cooies fllowing Netcapestondord. More nstall No | Protect | | Unprotect
. Export Cookies 1.2.1-signed 08. nov. 2010
L .1 Add Edit Delete Close
Exportsall cookies i IE manner Makes a Netscape standard cookies it 1., Mare | _Instal - L | | =
| don't care about cookies 2.4.4 05, 3ep. 2015 |1

Figure 17: Using a cookie manager in Iceweasel.
After you have edited your cookie, refresh the site. What happens?

3.4 Web pages employing encryption: HTTPS

Like Telnet, standard HTTP sends all its traffic in the clear. To protect web traffic one
have to use HTTPSH instead. Most major web pages today use HT'TPS when they need
to protect traffic that contains sensitive data.

In Wireshark change your display filter to ss1, then visit a page that employs HTTPS
with your Windows machine. You can identify whether a site uses HI'TPS by looking
at the URL: it should start with “https://” (notice the ‘s’). Good candidate pages are
https://gmail.com, https://facebook.comand https://www.altinn.nol Try to log
in to any of these pages then check the Wireshark capture to see if your username and
password appears anywhere (Hint: hopefully not!).

Questions
Q1. What is the difference between a passive and an active man-in-the-middle attack?

Q2.

a) Describe in detail how Ettercap were able to man-in-the-middle the connection in
Section In particular, include a simplified description (either in the form of

SHTTPS —~ HTTP Secure is basically normal HTTP, but instead of running (directly) over TCP, the
web traffic is instead run inside of an SSL/TLS tunnel layered on top of TCP. SSL/TLS (Secure Socket
Layer/Transport Layer Security) is a transport layer protocol that provides encryption and authentica-
tion of data.
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a diagram or in words) of the packets that were sent to the switch and from the
switch to the victims.

b) If you not only wanted to eavesdrop on the original Windows machine’s communi-
cation with the Clone, but also wanted to man-in-the-middle its connection to the
Internet, what IP and MAC address should have been Target 2 in Ettercap?

Q3. Some web pages, like |[stackoverflow.com or amazon.com, only deploys HT'TPS
on their login pages, but use plaintext HT'TP for the rest of their site. Can you see any
issues with this approach?

Hint /extra task: If you have an account on stackoverflow.com log in and use a
cookie manager to inspect the cookies that the site has set — in particular, there should
be a cookie with name usr. Now open an additional browser window, but this time in
incognito mode. Make sure that the cookie manager is also available in incognito mode.
While in incognito mode browse to the main page of |stackoverflow.com, but do not
log in. What happens if you now create a new cookie with the name usr and set its
value equal to the cookie with same name in your non-incognito window?

Q4. How can we defend against the attacks in this lab?
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