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Malware

• A piece of malicious software

– Botnet

– Ransomware

– Steal personal info

• Popular in Windows machines

• Mobile malware on the rise

– Especially for Android



Malware motivation

• Initially the goals of a malware were 
disruption  Now is money

1. Blackmail based on ransomware

2. Blackmail based on DDOS by becoming part 
of a botnet

3. Steal personal information (e.g., from 
keyloggers to man in the browser)



Man-in-the-browser

• Man-in-the-browser attacks, a specialised
breed of man-in-the-middle attack that 
manipulates browser content to steal sensitive 
user information or lure victims into malware-
infected websites.





Inline install



WannaCry ransomware

• The WannaCry ransomware attack was a May 
2017 worldwide cyberattack, which targeted 
computers running the Microsoft Windows 
operating system by encrypting data and 
demanding ransom payments in the Bitcoin 
cryptocurrency.

• It propagated through EternalBlue, an exploit 
developed by the US National Security Agency 
(NSA) for older Windows systems

• The attack was estimated to have affected more 
than 200,000 computers across 150 countries,





How organizations are attacked and 
infected?

• Old days through internet worms…(e.g., splasher)

• Spam email with malicious attachments

• Visiting malicious web sites
– Malicious software as maltervisement
– Scareware also known as Rogue AV or other malicious 

software
– Drive by downloads

• Visiting compromised web sites  Drive by download 
attacks



Recon

• Information gathering using public  data

– emails, 

– Names and accounts,

– Phone numbers

– Job descriptions...

• Discover IP ranges, domains, servers







Social Engineering

• Spoofed email!

– Depends on the mail server of the organization

– Buy a resembling domain (e.g., user@faceb00k.com)

– Change the name of the email sender

• Using cc with familiar emails increases the 
chances.

• Nicknames

• Executables change the file format (e.g., 
cats.pdf.exe)

• Use zip files with passwords!

mailto:user@faceb00k.com








Questions


