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AlapBpwon

OewpnTLKO TTAaioLo - Eloaywyn

Awaypoppa Pong Aedopevwy — Microsoft Threat Modelling Tool
MeBoboloyia LINDDUN

MeAetn Mepimtwonc



1.
OewpPNTLKO TTAALOLO

H I0twtikoTnTa WC tpolTtobeon




H onuaoctia tng npootaciac tnc Idtwtikotntoc

OL avnouylec yia tnv IdtwtikoTNTA atu€avovtal

MEeExplL onpepa 2Nuepa

= H npootaocia tn¢ ISlwTIKOTNTOC = Privacy by Design
avTipetwrii{otav we {ntnua, adou = ALOPETIKY TIPOGEYYLON: N
T(POEKUTITE KATIOLO TtPOPANLLOL |SLWTLKOTNTO WC EYYEVEC CUOTOTLKO OTN

Stadkaoia avamtuéng evog AOyLoULKOU



MeBodoAoyiec avaluonc amelAwy ISLWTLKOTNTOC

= KAOS

= STRIDE

= PRIAM

= LINDDUN




To Awaypappa Ponc Aedbopevwyv — Data Flow Diagram (DFD)

= Anapoitnto otolyeio otic peBodoloyiec avaluonc ansllwv Aopalelag Kol
IStwTikaTNTAC, IOV Pacilovtal 0€ HOVIEA

= Badon yla tnv avaiuvon:

= KaBe otolxeio Tou SLaypAppotoC eEETAETOL CUCTNUATIKA Kol o€ PABoC we mpo¢ TNV UTapén
arnelAwv [SLwTtikoTNTOC



2.
Portal

<—

\4

Entity

4. Social network data

Data store

_—
Data flow




2.
Microsoft Threat Modelling Tool 2016

/\eLtoupyia Kat xpnon




Microsoft Threat Modelling Tool

A\eLltoupylec:

= Anuloupyio Ataypappatoc Poric Asbopevwy

= AvaAvon SLaypappotoc o€ mBavec amelleg

" [pOTOON QVTIILETPWY YLa VA LELWBOOUV oL euTtaBeleg amo To oxedLAoUO

= Mapaywyn avadopwVv OXETLKA LLE TLC ATTELAEC TIOU £XOUV EVTOTILOTEL KoLl
QVTIMETWTILOTEL

= Anuloupyla TPOCOPOCHEVWY UTIOSELYUATWY YA TN LOoVIEAOTIOINON ATEIAWV



Microsoft Threat Modelling Tool

‘Eva povteAo yla

TLC ATTELAEG Elval:

1. H avanapdotaon tou AoyLlopikol N Twv
OUOKEVUWV Ttov TtepLAapBavel Eva cuoTnua

2. H pon twv 6ebopévwy avapeosa ota
LLEPN TOU CUOTNHOTOC

3. Ta «opla epmiotoolvnc» LECA OTO
ocvotnua (trust boundaries)
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Microsoft Threat Modelling Tool

Me tn povtelomoinon Twv anellwy, avoaAvovtal ol LBLoTnTeC TNS aoPAAELAC TOU
OUOTHUOTOC KOlL TIPOKUTITOUV oL TilBavEC suTtaBelec Ao To oXeOLAOUO TOU.

Edappoletol mpwv amo Ataodalilovral ot
N dSnuoupyla Kol T npoPBAcPelc “Privacy by

XPNon €vocg mpoiovtog N Design” kat “Security by
LLLOC UTTNPECLOLC Design”
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Personal Health Cloud Trust Boundary|

Health Information Trust Bounda r_',f:
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Data from wearable
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To mepLBailov

XpAong ko
gpyaoiog

% New Threat Model - O
File Edit View Settings Diagram Reports Help

Diagram1 X
4 Q Generic Process
[=]

D OS Process
] Thread
D Kernel Thread
D Native Application
Managed Application
(B  Thick Client
@A  rrowcer Cliant

Add New Custom Attribute

Messages - No issues found R X[ Notes - no entries I x

Description Se Diag Add New Note

Id MNote



Ta Booka cupuBola

, Item Symbol
Human User OV'[O'[r'Ita

Data flow One way arrow
Data store Two parallel horizontal lines
05 Process ALE Qo i_a
Py Process Circle

Multi-process | Two concentric circles

Cloud Storage Atto6 NKE UTLKéC Xd) POG Interactions Rectangle

Trust boundary | Dotted line

HTTP|  Por Agdopevwy - 20vdeon
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3.
H peBodoloyio avaluvonc amethwyv LOLWTIKOTNTOC
LINDDUN




Aoun tnc neBodoloyiag

Model-based Knowledge-based

= Atlomolel to Slaypappo pong = MeplAapfavel Toug o ocuvnBLopEVOUC
dedopévwy, we avamapaotoon Tou TUToUC eMtiBeonc mou oxetilovtol YE TO
cuoTtAuoToc tou Ba avaAuBsL. oUVOAO TWV ATIELAWV KATA TNC

LOLWTLKOTNTOL.
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To akpwvupo LINDDUN

Ol KaTnyopLeC TWV
OLTLELAWV KOLTAL TNC
IStwTIkoTNTOG

LINDDUN

Linkability

Identifiablity

Non-Repudiation

Detectability

Disclosure of Information

Unawareness

Non-Compliance
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Linkability
TuvdeoLpuotTnTa

Identifiability
Avayvwplolpuotnto

Non-Repudiation
Mn anonoinon

(evuBuvng)

Detectability
AviyveuoLpdtnta

Disclosure of Information
EuﬂlGTSUTlKétnta
(Confidentiality)

Unawareness Ayvoia

Non-Compliance
Mn Zupudpdwon

O srutiBepevocg pmopel va Stakpivel emapkwe av SUo avtlkeipeva evoladEpPovtoc
oxetilovtal r oxL

O erutBepevoc pmopel vo mpoodLopLoeL EMAPKWE TO UTIOKELLEVO HECO O €V GUVOAO
UTTOKELLEVWV

O emutiBépevog AapPavel amodeLKTIKA OTOLXELOL OXETLKA LE TNV epdavion (N un) evog
CUMPAVTOC 1} LG EVEPYELOG

O ertiBepevocg pmopel vor SLAKPLVEL EMAPKWE AV EVOL AVTIKELUEVO eVOLODEPOVTOC UTIAPXEL )
oxL

Meploplopol otnv npocBaon kot arokdAvPn tAnpodoplwy - MEoa yLa tnv tpootacia Tng
LOLWTKOTNTOC

O xpnotng 6ev yvwpileL TIC CUVETELEC OTav dlapolpaletol TANPodopLeC KoL TTPOCWTILKA
dedopéva

MopoAo rou to cuoTNUA R AVIZEL TLC TIOALTIKEG ATTOPPATOU OTOUG XPNOTEC, SEV UTTIAPXEL
Kapia eyyunon OtL To cUCTNUO CUUUOPPWVETOL TIPAYUOATLKA LE TLG TIOALTIKEC QLUTEC



Ta Bripata tng peBodoloyiog

[MPOBAHMA AYZH

2. Avtiotoixlon
1. OpLopoC ATENWY 3. Avayvwplon 5. OpLoUOG 6. Emiloyn
OTPOTNYLKWV avtioToLwyv

OVTLUETWTILONG PETs

4. Npotepalotnta
OTLC ATIELAEG

Slaypappatog LOLWTLKOTNTAC E oevapiwv
(DFD) TOL OTOLXELQ TOU QTELAWV
SLaypAappoTog
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Meta to dtaypappa: Kataypodn Twv HEPWY TOU CUCTHOTOC

1. User

Entity User
Process Portal
Social Network service
Data Store Social Network Database
Data Flow User Data stream (user-portal)

Service data stream (portal-service)

Database data stream (service-database)

3.

Service

|

Entity

4. Social network data

Data store

_—
Data flow
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2° Bripo: Avtiotoixton amelAwy WOLWTLKOTNTOC E T OTOLYELO TOU

Sdlaypappatoc ponc dedouevwy

Step 2: Map threats to DFD elements

LINDDUN

LTV TR LR R E
¢ ; HAKN g 3 §
= "

E £ 8 |2 |5, §|82
< 2 |& 8 |8 [85|.5([2¢
= g £ |x § ES| gz 3¢
& t |§ (5 | [£€2|5E |35
= =1 3 z ) E0 | 0D a2
g Data store X X X X X X
o Data flow X X X X X X
% Process X X X X X X 21
=8 Entity X X X




3° Bpa: Avayvwplon oEvapLwy ameAwy

= To amotéAeopa TNC mapamavw dtadkaocioc Ba mpemel va elval pot cuAAoyn amo
OEVAPLA ATTELAWYV TIOU TIPETIEL VAL Kartaypadouv.

= JuvnNOwCc XpNOLLLOTIOLOUVTOL EVOELKTIKEC TTEPLUTTWOELC KATAXPNONC ATIO EVOV
eTUTIOEYEVO

= Q¢ emuTIOEpEVOC, BewpeLtal aUTOC TTOU TIPOKAAEL TNV TTEPIMTWON KATAXPNoNng, Eite
OKOTILUQ, EiTE aKkoUOoL
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5° Brpa: OpLOMOC OTPATNYLKWY OVTLUETWTILONC

6° Bua: Emtloyn avtiotowxwyv PETs

= KaBe meplmtwon Kataypnong aVILOTOLKEL LE pLa aaitnon yLo TNV Tpootaoia Tng
LOLWTLKOTNTOLC

= KaBe amaitnon odnyel o€ pla avtiotolyn oTpATNYLKA oVTLILETWILonc/emiAvong

= H Alota tou Ba mpokUPeL KaTaypAPETAL OE TILVAKO LLE TNV TIOPAKATW HOoPPA:

No. Misuse cases Privacy requirements Suggested mitigation strategies and techniques
1 Linkability of social network Unlinkability of data entries within the social Apply data anonymization techniques, such as k-
data store network database anonymity [67]
Protection of data store Enforce data protection by means of relationship-

based access control |79]



4,
MeAetn Mepimtwonc
«Avtovoun Oénynon: Ikavotnta odnyou »




MAatlolo

= AfloAOynon NG KATAoTaonG TNE VYyELag evog odnyou

= Me rolo TPOTO N KATAOTAON TNE UYELAC UTTOPEL VO ETINPEACEL TNV LKOWVOTNTA
odnynong evoc (QUTOUOATOTIOLNLEVOU) QUTOKLVATOU PE alodAAELQ;

25



2EVOPLO

= Evac 8loktNTNg Kat o6Nyoc evoc (0LUTOUOTOTIOLNMEVOU) QLUTOKLVATOU XPNOLLLOTIOLEL
ouoKkeVEC (wearables), ot omolec mapakoAouBouV TIg {wTIKEC evOELEELC aAAA KalL TTLO
AETITOUEPELC MAPAUETPOUC TNG UYELOC 0 ouVONKeC KaBnuepvnc (wnc (.. mepnatnua,
epyaotia, odnynon, 6paoctnpLlotnTteg KTA.)

® Ol OUOKEVEC OUTEC UITOPOUV VAL EKTIMNOOUV TO KATA TTOOO ELVOLL LKOWVOC VoL 0ONYNOEL Eva
autokivnto pe aodalela (m.x. o€ mepimtwaon vnvnAiac n tiyyou)

= To Sedopeva Tou CUAAEYOUV OL CUCKEUEC aéLlomtolouvTal e A0PAAELD LECO OE ELOLKAL
OUOCTHUOTOL TOU OLUTOKLVATOU

= Evacg e€eAlypEvoc «TTAONYOC» TOU QLUTOKLVATOU Bol pumopoUoe va XPnoLLOTIOLOEL aUTA
Ta Sedopeva yia va Aafet amodpaoelc yia tnv odniynon (m.x. va mpooapoceL TNV
amoOoTOoN OO TO TIPOTIOPEVOEVO AUTOKIVNTO, va auENOEL TNV eypriyopon tou odnyol
KTA.)



EpmAekopeva pepn

1. O8nyoc/1bLoKTNTNC TOU OLUTOKLVATOU
AuTtokivnto
DopnTEC CUOKEVEC TTapakoAoUONoNG TNG Kataotaong TN vyelac (wearables)

Yuvvedo (emetepyaoia kal amoBnkevon dedopevwy touv odnyou)

A

YrtoSouEC EMKOWVWVLIOC
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YriodouEC — oToLElD KOl CUVOECELC TOU OUCTAUOTOC

1. O obnyoc dopael TIC dOPNTEC CUOKEVEC
OL dOpNTEC CUCKEVEC ETILKOWVWVOULV LE TNV YIinpeoia Yyeiag («ouvvedo»)

To autokivnTa EMLKOWVWVOUV UE TNV Yrinpeoia Yyeiag («ouvvedo»)

-l

Ta dedopéva mou agdopolv otnv Lkavotnta Tou odnyou ival dStabeoiua ota
CUOTAMOTO TOU QLUTOKLVATOU
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EktéAeon ogvapiou

1. 0O 0bnyoc popael KaBnpepva TIC PopNTEC CUCKEVEC HETPNONG dedOUEVWVY LYELDG

2. Ta 6ebopéva ¢ vyelag Tou «aveBaivouv» kal amoBnkevovtatl oto oUVVeDO O€ TAKTLKN BAon
3. H kataotaon tng vyeiog touv odnyou aéloloyeital pe faon ta mapandvw dedopeva

4. Humnnpeoia oto «cUVVEPO» EKTIUA TNV LKOVOTNTO TOU ATOMOU vat 0ONYEL TO auTOKLvNTO

5. Humnnpeoia oto «olvvedo» dtafiBalel ta Sedopeva 0To AUTOKIVNTO

6. To autokivnto AapBavel ta dedopeva yLa TV LKOVOTNTA TOU 0dnyou, ta Stapolpalel ota

UTTOOUOTAMATA Tou Kot AapBavovtat mibaveg amodAoeLC.
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ExtéAleon
oevapiou

trust boundary trust boundary trust boundary trust boundary lab trust boundary lab
wearable personal hub personal health cloud systems cloud equipment

personal lab systems lab
health cloud cloud equipment

wearable gateway

trust boundary
personal health cloud




Health Information Trust Boundary

! Health User identif '
' Database Data from wearable Personal Health : Information i L i Database |
: Cloud : User identifier (HTTPS)| ! Cloud |
| Combination of data from different measurements ' | i
" } User health information -
D T T e T E T T e L T T [ T 3 ST AT T TR T TR ) ) T Yy Y S '

User fitness to dri

HTTPS)

...................... P

IoT Device Zone

IoT Field Gateway Zone!

e ——— e Wearables
Gateway

L
'
)
1
)
'
|
'
i Wearable [
)
'
)
L)
'
'
)
)
)

Data from wearable

| Vehicle Trust Boundany

User fitness to drive Vehicle

ehicle Gateway) bsyst
subsystems



Kataypadrn Twv LEPWV TOU CUCTAUATOC

Entity Driver / Car’s owner

Process Wearables Gateway
Personal Health Cloud (PHC)
Health Information Cloud (HIC)
Vehicle Gateway
Vehicle Subsystems

Data Store Personal Health Cloud database

Health Information Cloud database
Data flow Wearable — Wearable Gateway

Wearable - Personal Health Cloud

Personal Health Cloud - Personal Health Cloud database
Personal Health Cloud - Health Information Cloud

Health Information Cloud — Health Information Cloud database

Personal Health Cloud - Vehicle Gateway 32

Vehicle Gateway- Vehicle Subsystems




|
AvTtlotoiylon amelAwy WOLWTIKOTNTOC UE Ta oTolXElo Tou Sdtaypappatoc ponc Sedopevwy

Threat target L I N D D U N
Data Store Personal Health Cloud (PHC) 1 5 X X 10 15
Health Information Cloud (HIC) 2 6 X X 11 15
Data Flow Wearable-wearable gateway 3 X X X 15
Wearable - Personal Health Cloud X X X X 15
Personal Health Cloud - Personal Health Cloud database X X X X X 15
Personal Health Cloud - Health Information Cloud X 7 X X 12 15
Health Information Cloud — Health Information Cloud database X 8 X X 13 15
Personal Health Cloud - Vehicle Gateway X X X X X 15
Vehicle Gateway- Vehicle Subsystems X X X X X 15
Process Wearables Gateway X X X X X 15
Personal Health Cloud (PHC) X X X X X 15
Health Information Cloud (HIC) X X X X X 15
Vehicle Gateway X X ) X X 15
Vehicle Subsystems X X X X X 15
Entity Driver / Car’s owner 4 9 14




Avoyvwplon cevaplwv amneilwyv

No. Misuse cases

Indicative Misuse Scenarios

1 Linkability of Personal Health The database entries of the cloud provider are weakly anonymized, and an attacker exploits weak access
Cloud database control to associate driver’s health data with his/her identity.
3  Linkability of data flow of The communication between wearable and its gateway is unprotected and an attacker reveals linkable
Wearable - Wearable information from the content of the communication.
gateway The communication between wearable and its gateway is non-anonymous and the attacker links data
flow based on contextual data (e.g. session ID, identifier and biometrics) in order to associate
information about the driver.
The anonymity system that is being used for the communication between wearable and its gateway is
insecure and the attacker can analyze the traffic to extract information out of patterns of traffic in order
to link the driver’s activity.
5 Linkability of entities — Driver An attacker can associate the driver’s identity and his/her car by linking PIl based on factors (e.g. IP

/ Car’s owner

address, session ID, biometrics, location, time, frequency or any combination of these factors) exploiting
access to his/her Personal Health Cloud storage

An attacker can associate a car’s registration number with its owner’s identity by linking PIl based on
factors (e.g. IP address, session ID, biometrics, location, time, frequency or any combination of these
factors) exploiting access to his/her Personal Health Cloud storage.




Linkability
of a data
store

AND

«AéVTpa» We:l; ZZ(;:?;:;TmI Insuffici?:];ce:r;i:(i:r:ization/
QTTELAWV
LOLWTIKOTNTOLC

Excessive data
available

Data linkable to
other DB
(external or
internal)

Information
Disclosure at
data store

Storing data too Storing too much
long data
(data retention) (data minimization)
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